
A BEGINNER’S GUIDE TO 
RANSOMWARE

WHAT SMBs NEED TO KNOW

WARNING:
With this ebook, we give you an insight into how simple and prevalent 

ransomware attacks have become and share how sophistication on the 

Do not try this at home
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IMAGINE BEING PART OF AN IT SEGMENT WITH SKY-ROCKETING GROWTH, MASSIVELY SUCCESSFUL WORLDWIDE DEPLOYMENT, ANNUAL REVENUE IN 

Sounds like an industry you’d want to be a part of, right? Unfortunately, we’re talking about ransomware.

To put it simply:

 

 

 

OVERVIEW
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RaaS is a variant of

TO SUM UP:

56% 50%56% of organizations faced a 
ransomware attack1

50% of it professionals believe their 
organizations are not ready to defend 
against a ransomware attack2

These programs are freely available for anyone who has 
the basic knowledge needed to compile existing code. “ ”
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NEW VARIATIONS

1
SODINOKIBI

3
RYUK

2
SNAKE

4
PHOBOS
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ADVANCES IN RANSOMWARE
A GLIMPSE INTO THE LATEST CYBERCRIMINAL TRENDS

NEW ATTACKS AND

Ransomware merchants are constantly trying to up their game to overcome security and backup defenses. Let’s take a look at some 
of the latest advances in ransomware:

1
GESTATION

3
DORMANCY

2
DELETION
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3

4 As threat actors engage social engineering to gain access to corporate systems, techniques such as business 

email account takeover

 Microsoft: Abnormal login activity on Microsoft account

 Chase: Stimulus Funds

 Zoom: Restriction Notice Alert

 HR: Vacation Policy Update

 ATTENTION: Security Violation

 Earn money working from home
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Nearly half (46%) of all businesses globally 
have faced a cybersecurity threat in the last 
12 months.6

RANSOMWARE TRADE
AN INSIGHT INTO HOW EASY IT IS TO BE A CYBERCRIMINAL

TOOLS OF THE

Tips & Tricks To Get Started - Ransomware Resources

BITCOIN ALLOWS HACKERS 
TO REMAIN ANONYMOUS 46%
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7

 WordPress
 Apache Struts
 Java
 PHP

 Drupal
 
 Jenkins
 MySQL

 OpenStack
 TomCat
 ElasticSearch
 OpenShift

 JBoss
 Nomad

Common Vulnerabilities and Exposures (CVEs):

8

PAST AND PRESENT: 

Some of the Major Software That Has Contributed to Ransomware Include:

 Cryptolocker
 TorrentLocker
 CryptoWall

 
 CBT-Locker
 TeslaCrypt

 Locky Unbreakable 
     EncryptioAES

 RSA

 Tor
 Curve ECC Network to 

     C&C  Server
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RYUKREADME.TXT

Your network has been penetrated.

RANSOM MESSAGE USED BY THE RYUK FAMILY OF RANSOMWARE.9
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BIG MONEY HACKS
VICTIM STORIES FROM COMPANIES THAT PAID UP

Ransomware turns to big targets, aiming to hit where it hurts – and cybercriminals are cashing in.

Recent Hacks:

1
GRUBMAN SHIRE MEISELAS & SACKS

2
WESTECH INTERNATIONAL

11

RainTech  (844) TEL RAIN | caas@rain.tech | https://rain.tech



EBOOK   |   A BEGINNER’S GUIDE TO RANSOMWARE    11

4
CITY OF FLORENCE, ALABAMA

13

Startups and small companies are most vulnerable to cybersecurity 
threats in the supply chain. Adversaries aren’t going after a Lockheed 

Martin at the top, prime level. They’re going after the small 
businesses [that a larger organization relies on] that are 

the most vulnerable.

“ ”
 Katie Arrington, CISO

14

3
DUESSELDORF UNIVERSITY HOSPITAL

In September, a woman died en route to the emergency room after her ambulance was forced to reroute when the closest hospital to the 

12
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AGAINST RANSOMWARE
5 Ways a Good Backup and BCDR Solution Helps Defeat Ransomware

ADVANCES

1  PROTECT

3  TEST

2  SECURE

4  DETECT

5  RECOVER
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A QUICK RECAP

1  OPPORTUNITY

2  TOOLS OF THE TRADE

4  BIG MONEY HACKS

3  NEW & IMPROVED

5  UNIFIED BCDR
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Sources

AGAINST RANSOMWARE
COLLABORATE TO FIGHT

Equipped with game-changing defensive mechanisms for its users, a good backup and BCDR solution can help transform a business by preventing successful 


